

		
		
					
						
							
					
			
							
						
				
								
													
															
														

						

				

						

					

		

				
			
							
						
				
							Solutions
	Secure Email Gateway
		Email Security – Cloud
	Email Security – Appliance



	DMARC
		Anti-Fraud Protection



	Platform Protection
		Exchange
	G Suite
	Microsoft Office 365
	Zimbra



	Advanced Solutions
		Targeted and Advanced Defense (TAD)
	URL Security and Sandbox
	Attachment Security and Sandbox
	Content Disarm and Reconstruction (CDR)



	Data Security
		Email DLP
	Email Encryption
	Email Continuity
	Email Archiving






	Resources
	Blog
	Partners
	Partner Program
	Become a Partner
	Deal Registration



	Company
	About Us
	Careers
	Gatelab



	Contact
	Contact Us
	Request a Quote
	Technical Support



	Demo
	EN
	PT





					
			
			Menu
		

				Solutions
	Secure Email Gateway
		Email Security – Cloud
	Email Security – Appliance



	DMARC
		Anti-Fraud Protection



	Platform Protection
		Exchange
	G Suite
	Microsoft Office 365
	Zimbra



	Advanced Solutions
		Targeted and Advanced Defense (TAD)
	URL Security and Sandbox
	Attachment Security and Sandbox
	Content Disarm and Reconstruction (CDR)



	Data Security
		Email DLP
	Email Encryption
	Email Continuity
	Email Archiving






	Resources
	Blog
	Partners
	Partner Program
	Become a Partner
	Deal Registration



	Company
	About Us
	Careers
	Gatelab



	Contact
	Contact Us
	Request a Quote
	Technical Support



	Demo
	EN
	PT





				

				

						

					

		

								

					

		
				

		

		

		
				
						
				
									
						
							
					
			
							
						
				
			Can PDF files be dangerous?
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				Yes, PDFs can be harmful. History has already shown us that the combination of an email and a malicious PDF attachment can be quite devastating, with losses reaching millions of dollars. That’s why it’s important for organizations to think about email protection.
One thing is right, it’s hard to imagine the world without PDF files. For businesses, in particular, they have several purposes.They’re important for consolidation and submission of proposals, agreements, invitations, and product information.
PDF is widely used because it’s flexible. It can contain text, image and codes at the same time. Many people don’t know but it’s even possible to play games in PDF files, such as tic-tac-toe, for example.
The problem is that this flexibility has a dark side, which is exploited by hackers. So, opening a PDF file can endanger important information from your organization and even open a backdoor so criminals can access your devices. 
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			How criminals use PDFs
		

				

				
				
								
				There are different ways to manipulate PDF files. In general, the most common techniques used by criminals involve:
JavaScript: Many PDFs contain JavaScript code, which could end up running malicious files.
URLs: In order to prevent anti-virus and other engines from detecting threats in email content, criminals embed malicious links into PDFs.
Embedded files: some PDF readers use a blacklist to block file types based on extension, such as .rar, .zip, .exe and .vbs. But there are many types of other files that can be embedded and exploited by criminals, such as Word documents and QuickTime and Flash media files.
Encrypted PDFs: It´s possible to embed an encrypted and malicious PDF file inside another PDF. The technique is mainly used to deceive detection engines.
					

						

				

				
				
			Solutions
		

				

				
				
								
				To prevent attacks and threats, you should disable JavaScript in your PDF reader, disable the display of PDFs in your browser, and not open PDFs from people you don’t know. Besides that, as most attacks happen by email, it’s important to research and understand email protection solutions.

					

						

				

				
				
					
					
		
					
						
							
					
			
							
						
				
								
													
															
														

						

				

						

					

		

				
			
							
						
				
								
				Improve your business’s email security. Schedule a demo!					

						

				

				
				
					
			
			
			

							
			
			
								
					Name				

								
					Business Email				

								
					Phone Number				

								
					Role		
			Role*
IT
Finances
Human Resources
Sales
Marketing
Other


		

						

								
					 

I agree to receive information in accordance with Gatefy's Privacy Policy. You can unsubscribe at any time.

 

				

								
					

				

								
					
						
															
																										
																						Submit
													
					
				

			

		

				

				

						

					

		

								

					

		
				

		

				

				

				

						

					

		

				
			
							
						
				
					
					
		
					
						
							
					
			
							
						
				
								
													
															
														

						

				

				
				
			
		
		Latest news

			
					10 real and famous cases of BEC (Business Email Compromise)
									
	
					8 reasons to use DMARC in your business
									
	
					What is mail server?
									



				

				

						

					

		

								

					

		
				

		

				

				

				

						

					

		

								

					

		
				
						
							
					
			
							
						
				
					
					
		
					
						
							
					
			
							
						
				
			Don't forget to share this post
		

				

				
				
					
								
						
															
																Compartilhar no facebook
							
																				

					

									
						
															
																Compartilhar no twitter
							
																				

					

									
						
															
																Compartilhar no linkedin
							
																				

					

									
						
															
																Compartilhar no reddit
							
																				

					

									
						
															
																Compartilhar no whatsapp
							
																				

					

						

				

				

				
				
					
			
						
		

				

				

				
				
			Related Articles
		

				

				
				
					
			
						

		

				

				

				
				
					
				
			
				
			

		
				
				
			
				10 real and famous cases of BEC (Business Email Compromise)			
		

					
				Read More »			
				

					

		
				
			
				
			

		
				
				
			
				8 reasons to use DMARC in your business			
		

					
				Read More »			
				

					

		
				
			
				
			

		
				
				
			
				What is mail server?			
		

					
				Read More »			
				

					

		
				

				

				

						

					

		

								

					

		
				

		

				

				

				

						

					

		

								

					

		
									

			

					

				
					

			


	

	





			
		
					
						
							
					
			
							
						
						
							
					
			
							
						
				
			Get the latest news and reports about cybersecurity
		

				

						

					

		

				
			
							
						
				
					
			
			
			

							
			
			
								
					Name				

								
					Business Email				

								
					Job Role		
			Job Role*
Cybersecurity Expert
IT Professional 
Software Developer & Engineer
IT Executive (CIO, CISO, CTO, Manager)
Business Executive (CEO, CFO, COO, founder)
Legal and Compliance
Finance
Sales & Marketing
HR & Management
Student
Other


		

						

								
					 

I agree to receive information in accordance with Gatefy's Privacy Policy. You can unsubscribe at any time.

 

				

								
					

				

								
					
						
															
																										
																						Send
													
					
				

			

		

				

				

						

					

		

								

					

		
				
						
							
					
			
							
						
				
						
										Miami, United States
									
	
										+1 (305) 425 9040
									


				

				

				
				
						
										Curitiba, Brazil
									
	
										+55 (41) 3025 9860
									


				

				

						

					

		

				
			
							
						
				
								
																										

						

				

						

					

		

				
			
							
						
				
					
							
					
						Linkedin
											
				
							
					
						Twitter
											
				
							
					
						Youtube
											
				
							
					
						Facebook-f
											
				
					

				

				

						

					

		

								

					

		
				
						
							
					
			
							
						
				
								
				Gatefy is a cybersecurity company specialized in artificial intelligence and machine learning.					
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